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1.PURPOSE o2l )

his policy aims to protect the physical and digital assets of INCOM Egypt Co. by regulating the entry
and exit of individuals within company premises, managing access privileges to systems and data,
and verifying the identity of all persons including staff, visitors, and third-party entities. It also
supports enhanced information security, prevents unauthorized system use or data leakage.

2. Scope

This policy applies to all employees, departments, contractors, drivers, customers, visitors, and
representatives of government entities who enter the company’s facilities or attempt to access its
data or systems.

3. Definitions:

Employee: Any individual employed full-time or part-time by INCOM Egypt Co.

Visitor: Any individual not employed by the company and who enters its premises, such as
customers, suppliers, contractors, and government officials.

Administrative Affairs Department: The department responsible for organizing and
monitoring access and visitor control.

IT Department: The department in charge of managing access privileges to systems and
data.

Access Privileges: Defined levels of permission that allow or restrict access to specific files
or systems.

Internal Server: The internal digital infrastructure through which data access is managed.

Government-Issued ID: An official identification card with a photo issued by an authorized
governmental entity.

Non-Disclosure and Confidentiality Agreement: An official document that binds the
employee to maintain company data confidentiality.

Security Breach Notification Policy: An internal policy that outlines procedures for
reporting security incidents (SBN-PO-01).

3. Policy Statement

Employee Access Control:

Employee entry is visually monitored by the Administrative Affairs Department (Security
Department) & through finger print system for arrival & departure
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no physical badges or keys are used. ) (al ¥

e Data and file access permissions are granted via the internal server according to
department functions, under QA & IT supervision.

e Surveillance cameras are deployed across all access points, main corridors, and
shipping/storage areas to promptly detect any unusual activity and ensure rapid response.

Visitor Identification:

e All visitors (clients, suppliers, drivers, government agencies, contractors, etc.) must show a
valid ID, government-issued ID, or passport with a photo before entering and this must be
retained until the visitor leaves the company premises.

e  Security personnel will verify ID and supporting documents for the visit's purpose.

e A basic visitor badge will be issued to indicate that the individual is external.
Data Access:

e Visitors are not permitted to access any internal computer systems, only needed data is
viewed in case of external audits ...etc.

e Employees must adhere to access policies defined by the IT Department.
e  Sharing passwords or unauthorized permissions is strictly prohibited
IT Security:
INCOM Egypt Co. enforces security controls to prevent unauthorized access including:
e Mandatory use of complex, hard-to-guess passwords.
e Periodic password change schedules.

e Active use of security software and firewalls to protect networks from threats & preventing
the use of external storage units without IT department supervision.

e Role-based access permissions aligned with job responsibilities.
e Direct supervision by the IT Department over all access systems.
e Disciplinary measures are taken in cases of violation of security or system policies.

4. Policy issue:

This policy is issued by Administrative Affairs, IT & QA Departments and is considered an integral
part of INCOM Egypt Co.’s internal security and Integrated management system.
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