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1.PURPOSE

This policy outlines the process for notifying internal and external parties in the event of a
detected or suspected security breach at INCOM Egypt Co.

2. Scope

This policy applies to all employees, departments, systems, and processes at INCOM.

3. Definitions

Security Breach: Any unauthorized access, disclosure, alteration, or destruction of
information or systems.

Law Enforcement: National or local authorities responsible for investigating cybercrime
or physical breaches

4. Policy Statement

INCOM Egypt Co. is committed to the timely identification and escalation of all
security breaches.

Upon identification or suspicion of a breach, the IT Department and/or Security
(Administration) Department must escalate the matter internally.

In critical cases, law enforcement or routing center shall be informed without delay.
This policy aligns with WB-PO-01 - INCOM Whistleblowing Policy.

5. Responsibilities

IT Department: Detection, documentation, and reporting of digital security incidents.

Security (Administration) Department: Managing physical breaches and
contacting external authorities when required.

All Employees: Reporting any suspicious activities to supervisors.

All employees have signed Non-Disclosure and Confidentiality Agreement and are
bound by its non-disclosure and confidentiality terms

6. Procedure

Identify and document the breach or suspicious activity.

Notify IT/Security Management.

Assess whether law enforcement must be notified.

Log the incident and actions taken.

Refer to the WB-PO-01 policy for internal anonymous reporting.
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